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Demographics

Geographic Region Assessment Type

H Global

m North America
M Self-Assessment
H Europe
M Third-Party Assessment
M Asia-Pacific

M Latin America

Industry Company Size

W Multiple

W Large
mIsv

= Medium
W Manufacturing

W Small

M Retail




Demographics Highlights

e 25 datasets
o Too few to provide more granular results
e Most assessments are done by a reputable third party
o High quality data
e The majority of the companies are large multinationals
o Mid-sized companies are underrepresented
e Results averaging problems
o Governance and Operations in multinationals vs small
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Overall Results

SAMM BenchmarklJune '24

AVG COMPOSITE SCORE
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AVG IMPLEMENTATION SCORE
AVG VERIFICATION SCORE
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Overall Results

e Higher score on Operations
o Expected especially for large multinationals
e Higher score for Implementation
o The success of the Dev(Sec)Ops paradigm
e Lower Governance score is surprising
o Arguably due averaging skewing
e Higher score on Design
o “Shift left”
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Top vs Bottom Scoring Activities

Top 5 Security Activities

INCIDENT MANAGEMENT
SECURITY REQUIREMENTS
ENVIRONMENT MANAGEMENT
SECURE DEPLOYMENT

SECURE ARCHITECTURE

| | |
0.00 0.50 1.00 1.50 2.00

Bottom 5 Security Activities

SECURITY TESTING
STRATEGY & METRICS
THREAT ASSESSMENT

ARCHITECTURE ASSESSMENT

REQUIREMENTS TESTING
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Top vs Bottom Scoring Activities

e Incident & Environment Management are historically
handled well at large multinationals

e Deployment is thanks to Dev(Sec)Ops successes

e Security Requirements and Secure Architecture are
probably thanks to the “Shift Left” paradigm
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Top vs Bottom Scoring Activities

e Low scores on Requirements Testing and Architecture
Assessment are surprising in combination with “Shift Left”
o Did we do the right thing?
e Threat Assessment is historically a low scoring activity
e Low scores on Security Testing is surprising
o Best practices for SAST/DAST usage
o Pen testing lessons learned (L3)
e Low scores on Strategy & Metrics is very surprising
o Perhaps averaging issues
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Top Scoring Questions

Top 10 Questions

DO YOU RESPOND TO DETECTED INCIDENTS?
DO YOU PUBLISH THE ORGANIZATION'S POLICIES AS TEST SCRIPTS OR RUN-BOOKS...
DO YOU PROTECT AND HANDLE INFORMATION ACCORDING TO PROTECTION...
DO YOU REVIEW AND UPDATE THE INCIDENT DETECTION PROCESS REGULARLY?
DO YOU TRACK ALL KNOWN SECURITY DEFECTS IN ACCESSIBLE LOCATIONS?

DO YOU USE REPEATABLE DEPLOYMENT PROCESSES?
DO YOU KEEP AN OVERVIEW OF THE STATE OF SECURITY DEFECTS ACROSS THE... 0.69
DO YOU USE A STANDARD REQUIREMENTS FRAMEWORK TO STREAMLINE THE... ‘ 0.68
DO YOU BASE YOUR DESIGN ON AVAILABLE REFERENCE ARCHITECTURES? | : 0.68
IS YOUR FULL BUILD PROCESS FORMALLY DESCRIBED? : . 0.68
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Top Scoring Questions

e Top scorers that are inline with expectations
o Incident management
o Defect management
o Deployment process
o Data protection
e Top scorers that are surprising
o Security requirements framework
o Publishing policies and standards as runbooks
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Bottom Scoring Questions

Bottom 10 Questions

DID YOU DEFINE KEY PERFOMANCE INDICATORS (KPI) FROM AVAILABLE...

DO YOU IMPROVE YOUR SECURITY ASSURANCE PROGRAM UPON STANDARDIZED...

DO YOU CREATE ABUSE CASES FROM FUNCTIONAL REQUIREMENTS AND USE THEM...
DO YOU AUTOMATICALLY TEST APPLICATIONS FOR SECURITY REGRESSIONS?

DO YOU REGULARLY REPORT ON ADHERENCE TO EXTERNAL COMPLIANCE...

DO YOU REGULARLY REVIEW AND UPDATE THE DATA CATALOG AND YOUR DATA...

DO YOU REGULARLY REVIEW AND UPDATE THE THREAT MODELING METHODOLOGY...

DO YOU REGULARLY EVALUATE THE EFFECTIVENESS OF YOUR SECURITY METRICS...

DO YOU REGULARLY UPDATE YOUR REFERENCE ARCHITECTURES BASED ON...

DO YOU PREVENT BUILD OF SOFTWARE IF IT'S AFFECTED BY VULNERABILITIES IN...
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Bottom Scoring Questions

e Bottom scores inline with expectations
o Creating abuse cases from requirements
o Regular review and update of the threat modeling
methodology
o Compliance-related questions
m Report on compliance adherence
m Data catalog review and update
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Bottom Scoring Questions

e Bottom scores that are surprising

o Testing applications for the correct functioning of
standard security controls
o KPI and effectiveness of security metrics

o Preventing build of software if it's affected by
vulnerabilities
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OWASPK

Open Web Application
Security Project

Thank you!
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