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Benchmark Initiative
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Trust is key

GUIDANCE

○ Competence of the practitioners

○ Quality and completeness of the data

INSIGHT

○ Anonymization of the data

○ Reporting and analysis of the results



owaspsamm.org

“How important is it for your organization to compare against 

peers?”

69% answered 7/10 or higher
Answers from the SAMM 2022 Questionnaire

Most frequent question we receive is about benchmarking

SAMM core team’s number 1 priority

Benchmarking
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SAMM Benchmark Roles
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Expectations – Practitioner (Phase I)
SAMM Toolkit is updated

- Benchmark worksheet

- Organizes the data for upload

Submission link goes to OneDrive
https://bit.ly/sammbenchmarkingsubmissions

Consumed within minutes into Azure 

Data Factory for processing

Tableau Public Visualizations

https://bit.ly/sammbenchmarkingsubmissions
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Expectations – Practitioner (Phase II)
Initial Submission:

- Submit a dataset to the Benchmark System through a SAMM tool

- Benchmark API creates a new entry when processing the data

- Practitioner receives a UUID in response if processed

- Practitioner maintains the records between the UUID and customer

Update Submission:

- Submit a dataset with the UUID to the Benchmark API

- Benchmark will create an update record with the UUID

- Practitioner receives a confirmation if processed

Access Benchmarking Visuals

- Compare with others, learn about different profiles, see industry progression
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SAMM Benchmark Infrastructure

Google Sheets

Excel Workbook
Inputs

SAMMY

SAMMWise

Upload Page

File based
Tooling

Collection Point

Processing

Analysis

Visualization

Folder

Azure Data Factory

Published Data

API
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Assessment tools

Spreadsheets
Google Sheets (Google Drive)

Excel (GitHub)

SAMMWise
Open source, self-hosted solution

https://github.com/owaspsamm/sammwise

SAMMY
Free, online tool

https://sammy.codific.com/
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Expectations – Analysis & Visuals

Population Level:

- Overall Low/Median/High scores for 

organizations

- Aggregate scoring from Business Function to 

Questions

Comparison:

- By size, region, industry, etc

- Predictive: Given current scores what are the 

most common areas of focus
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Global Benefits – SAMM Benchmark

• Drive improvement in software security

• Help organizations learn from each other

• Provide data to improve the models

• Accessible data for all organization sizes

• No other comprehensive dataset like this 

exists today
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BSIMM – SAMM Benchmark
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BSIMM – SAMM Benchmark
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BSIMM – SAMM Benchmark
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BSIMM – SAMM Benchmark
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BSIMM – SAMM Benchmark
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Benchmark Project
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Benchmark Project
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Benchmark Project Milestones

Nov/Dec

● Azure infrastructure for ETL functionality

● Initial visualizations

● Awareness campaign

Jan/April

● Collect all the data

● Start analysis of datasets

May/June

● Draft state of Software Assurance based on the data
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Future Benchmark Infrastructure

Mod Security

Top 10(s)

SAMM

OWASP DAVID 
Data Analysis, Visualization, and Ingestion Domain 

Other OWASP Projects

Dependency Track

OWASP ZAP

OWASP Projects 



DAVID
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Larger scale to manage data for multiple 

types of projects

Early-Mid 2024

Building the team and requirements

SAMM and OWASP Top 10 initial projects



Contribute to the project
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Preliminary data

- 12+ Datasets

Expect to build more quickly in 

Late 2023 – Early 2024

Donate data sets
owaspsamm.org/benchmarking/

https://bit.ly/sammbenchmarkingsubmissions

https://owaspsamm.org/benchmarking/
https://bit.ly/sammbenchmarkingsubmissions


Benchmark
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What features would be 

valuable for you?



Questions?

Feedback?
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