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Common requirements are structured in the OpenCRE catalog

OpenCRE catalog of Standards and guidelines
common requirements linked through each requirement
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How OpenCRE connects everything

WrongSecrets documentation

OWASP WrongSecrets
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How OpenCRE connects everything - linking through

WrongSecrets documentation OpenCRE page on Secret Storage
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How OpenCRE connects everything - linking through

WrongSecrets documentation OpenCRE page on Secret Storage
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How OpenCRE connects everything - linking back

WrongSecrets documentatieq QpenCRE page on Secret Storage
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How OpenCRE connects SAMM: e.g. learn everything on Secret management

) Secret storage
Model | Implementation | Secure Deployment | Secret CRE: 223-780
Management
Which contains CREs:
St t hic k I
e CRE:032-213:Use anisolated security m ore Cryp ograp IC eys secure y
MATURITY LEVEL 2 MATURITY LEVEL 3 CRE: 783-255
e CRE:077-781:Use separately stored sed
Which is linked to sources:
CRE :078-427 : Set the highest feasible wd
Beneﬁt ¢ e Al e Standard: ASVS:V2.9.1: Verify that cryptographic keys used in verification
CRE: 082-530: U X doralt wi are stored securely and protected against disclosure, such as using a Trusted
Defined and limited access to your production secrets ¢ e s Use uniquerandomSaltWh 1 pjatform Module (TPM) or Hardware Security Module (HSM), or an OS service
that can use this secure storage. ('
e CRE:340-375: Use adedicatedysecrets m.
o @ e Standard:CWE:320 ¢
Act|v|ty o CRE:508-702: Use key vaulf¥
) ) _ e Standard:NIST 800-63:5.1.7.2

Developers should not have access to secrets or credentials for production environments. Have a mechanism in o CRE:622-203: Store pasgwordssalted an
place to adequately protect production secrets, for instance by (i) having specific persons adding them to CRE:767-435: Set the¥ichest feasible it o Standard : OWASP Cheat Sheets : Cryptographic Storage Cheat Sheet [
relevant configuration files upon deployment (the separation of duty principle) or (ii) by encrypting the o mRE et Tg enestIeasER® | standard : OWASP Cheat Sheets : Key Management Cheat Sheet
production secrets contained in the configuration files upfront. )

e CRE:774-888:Dogot store secrets in the|

Do not use production secrets in configuration files for deve|
environments may have a significantly lower security postur
configuration files stored in code repositories.

core Team GUldanco e CRE:783-255: Store cryptographic keys securely

e CRE:821-832:Ensure keys and passwords are replaceable

Store sensitive credentials and secrets for production syster |1-SD-B
using a purpose-built tool for this. Handle key management e CRE:881-321: Store credentials securely
production deployments are able to access this data. Implementation re Deploymen

Stream B - Secret Management Which is linked to sources:

e Standard : OWASP Cheat Sheets : Secrets Management Cheat Sheet ('
OWASP Projects and References

.
stream GUldance OpenCRE 223 780 for references and related topicy e Standard :SAMM:|-SD-B: Secret Management '

« SAMM team guidance Google Doc [ e Tool: OWASP WrongSecrets [

« Be the first to add to the Community guidance for this Stream!




What is OpenCRE?

Www.opencre.org

By the Integration standards project at OWASP:
Led by Spyros Gasteratos and Rob van der Veer
Through many collaborations, e.g. SKF, Owasp top 10, ASVS, OSSF, CSA

“CRE is an interactive database for smart access to security standards and guidelines when designing, developing, auditing, testing and
procuring for cyber security. It links and unlocks these resources into one unified overview, allowing easy referencing, searching,

browsing, and asking questions.”

Mapping: 1SO27001, ASVS, Top10, NIST 800-63, NIST 800-53, Pro-active controls, Cheat sheets, Testing guide, CWE, Capec, Zap, Juice
shop, NIST SSDF, OWASP SAMM, CCM

Because we have all those standards we can do a bunch of great things: search, browse, chat and map. For which we built features.



OpenCRE Chat

Open CRE

OWASP OpenCRE Chat

user 23:43:53

How often should we threat model our application when it is under continuous development?
assistant 23:43:53
Answer: According to the SAMM model, threat modeling should be performed iteratively when the
application is under continuous development. This means that threat modeling should be done on a

regular basis, as new features are added to the application or as the application's environment changes.
This will help to ensure that the application is always protected against the latest threats.

*Reference: The above answer was based on: SAMM section: Threat modeling;

user 23
How can | visualize the attack surface of my application?
assistant 23:43:5:
Answer: Open source tooling such as scope or threatmapper assist in visualizing the attack surface.

*Reference: The above answer was based on: OWASP Cheat Sheets section: Attack Surface Analysis
Cheat Sheet;

How can | prevent XML injection in my application?



1SO27001

NIST 800-53
Step 1: CWE, CAPEC
“How can | visualize my application’s attack surface?” ‘ match NIST SSDF

using LLM SAMM
ASVS

Top 10

Testing Guide
Step 2 :construct Attack Cheat sheets
prompt with the surface etc.

matched information analysis

l cheat Reference to OpenCRE

sheet
— Reference to standard

OpenCRE Chat - how

“Please answer
How can | visualize my application’s attack surface?

By taking this information as primary input:

e _—

— Answer

Step 3: the LLM

answers the prompt

Trainset:

The internet




Map analysis

Open CRE Map analysis

Base: Cloud Controls Matrix ~ Compare: 1SO 27001 - [ Copy link to analysis

Standard : Cloud Controls Matrix : TVM : Threat & Vulnerability Management Standard : ISO 27001 : 8.8 : Management of technical vulnerabilities (Direct:0)
Standard : ISO 27001 : 5.26 : Response to information security incidents (St

Standard : ISO 27001 : 8.33: Test information (Strong:2

Standard : 1ISO 27001 : 5.28 : Collection of evidence (Strong:2

Standard : 1ISO 27001 : 5.37 : Documented operating procedures (S

Standard : ISO 27001 : 8.31: Separation of development, test and production environments (Strong::
Standard : 1ISO 27001 : 8.29 : Security testing in development and acceptance (Strong:2)

Standard : ISO 27001 : 5.24 : Information security incident management planning and preparation (Strong:2
Standard : 1ISO 27001 : 6.8 : Information security event reporting (Sti

Standard : 1ISO 27001 : 5.23 : Information security for use of cloud services (S

Standard : 1ISO 27001 : 5.25 : Assessment and decision on information security events (Strong

Standard : 1ISO 27001 : 5.27 : Learning from information security incidents (Stror

More Links (Total: 92)

Standard : Cloud Controls Matrix : BCR : Business Continuity Managementand ~ Standard:1SO 27001:8.14: Redundancy of information processing facilities (Direct:0)
Operational Resilience Standard : 1ISO 27001 : 5.29 : Information security during disruption (Direct:0)
Standard : 1ISO 27001 : 5.30: ICT readiness for business continuity (Direct:0)
Standard : ISO 27001 :8.13: Information backup (Stro

More Links (Total: 92)

Standard : Cloud Controls Matrix : HRS : Human Resources Standard : 1ISO 27001 : 6.6 : Confidentiality or non-disclosure agreements (St
Standard : ISO 27001 : 5.2 : Information security roles and responsibilities (Stron
Standard : ISO 27001 : 6.5 : Responsibilities after termination or change of employment (Strong:-
Standard : ISO 27001 : 6.4 : Disciplinary process (Stror
Standard : ISO 27001 : 6.3 : Information security awareness, education and training (Strong:2
Standard : ISO 27001 : 6.1: Screening (Strong:2
Standard : 1SO 27001 :5.11: Return of assets (Strong:2
Standard : ISO 27001 : 6.2 : Terms and conditions of employment (Strong:2
Standard: ISO 27001 : 5.4 : Management responsibilities (Strong:2)

More Links (Total: 93)
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Stream

Self-assessment pitfall 1: Thinking the quality criteria are not mandatory

Level Strategy & Metrics Answer

Create and
Promote

1 Do you understand the enterprise-wide risk appetite for your applications?

ou capture the risk appetite of your organization's executive leadership
The organization's leadership vet and approve the set of risks
You identify the main business and technical threats to your assets and data
You document risks and store them in an accessible location

2 |Do you have a strategic plan for application security and use it to make decisions?

Fhe plan reflects the organization's business priorities and risk appetite
The plan includes measurable milestones and a budget
The plan is consistent with the organization's business drivers and risks
The plan lays out a roadmap for strategic and tactical initiatives




Self-assessment pitfall 2 - Not looking up information beyond the sheet

’ Sn M M ABQUT SAMM THEMODEL  RESOQURCES  GUIDANCE -~ COMMUNITY -

THREAT ASSESSMENT

Model | Design | Threat Assessment

SAMM model overview

The Threat Assessment (TA) practice focuses on identifying and understanding of project-level risks based on the functionaity of the software being developed and charactenstics of
the runtime enviconment. From detalls about threats and likely attacks against each project, the organization as a whole operates more effectively through better decisions about
prioritization of initiatives for security. Additionally, decisions for risk acceptance are more informed, therefore better aligned 10 the business.

Gaverance Operation:

By startng with simple threat models and buildng application risk profiles, an crganizabon improves over bme. Uttimately, a soptusticated organization wou'd maimtan this information
" a way that is tightly coupled to the compensating factors and pass-through risks from external entities. This provides greater breadth of understanding for potential downstream
mpacts from security issues while keeping a close watch on the organization's current performance against known theeats

Stream B
tevel Threat Modeling
ol < . e -effort tfication of high theeats t A c f the Hicat k Perfort t-effort, risk- hi Iny 9
P-(Od(‘[ l Dl“»l(}ﬁ I Thr(‘.ﬂ A','.(‘"'.m(‘nl |N’P”¢I“°ﬂ Rl’k Proﬂ‘. <_' 1 Best-effort identfication of high-Jevel threats to basic assessment of the application risk is erform best-effort, risk-based threat modeling using
the organization and individual projects. performed 10 understand ikelood and iImpact of an brainstorming and existing diagrams with simple theeat
attack checklists.
MATUNITY LEVEL 2 MATUSTY LEVEL Y @ Standardization and enmerprise wide analysis of Understand the risk for all appiications in the Standardize theeat modeling training, processes, and tools
softwace related threats within the organization. organization by cantralizing the risk profile irventory for 10 scale 82ross the organization
stakeholders.
3 Proactive Improvement of threat coverage Perodicaly review application risk profiles at regdar Continuously optimization and automation of your threat
throughout the organization Intervals 10 ensure accuracy and reflect current state. modeling methrodology

Benefit

Aty % chadadly spORCaons SCCOrtng 10 sk

del | Design | Threat Assessment | Application Risk Profile

Activity

MATURITY LEVEL 1
Use 3 simple method %0 svaluate the appic

MATURTY LEVEL 3

o risk per appiication, estimating the potential business Impact that £ poses 10 the onganaation in case of an attack. To achuews this,

the impact of a breach In the

rddentalty integrty and avallabliny of The data or service Consider waing » set of 510 questions 1o understand Important applcation

such as whether the appiication processes financial data, whether it is iInternet facing, or whether privacyrelated data is involved The applcation sk profile tells
1Os whether hete 13700t 3% apphcable 3n¢ i they coukd BIgNECantly IMpact the CrRANT¥Bon

Ner, ae 3 scheme 1 clatasdy x
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a5cra accordng to Tus risk. A simole, QuUaitative scherme (0 3 Agh medurr,low) that Tantlytes Hese Characenisscs reo 3 valkue @ often B fit
tant 0 e these values %0 fepresent and compare e risk of dferent appiications against & other Mature Nighly rak driven organirations might make wae
of more quanttative risk schames. Doel invert 3 new sak scheme I your orpanizasion aleady has one it works wel

SOAD NSerLanang of the rek kvel o your appCazoN parfolo

Question Activity

D9 yiv Clastly apEhcatars SCrdng 1) busesess 58 1ased 08 & semghe a0d (vedefvnd set of questors’ The goal of this actwity i 1 Bharsughly underytand the risk level of o sppications withes the 0nan
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hon, 2 focus The effent of your seftware sasurance 4
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Q“.“'y criteria e risk of he sppie

privacy rak of Bhe appice

e the risk of ol sppications. Create an externive and stan

arrong others via Thew Impact on mformaton securty |

b dertisity, riegriy and pvalsbany of Sata) Next 13 securty, you also
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Leverage business imoact analysis 15 Quantify and classty apphoaton nsk. A simple qualtative scherme (such 83 hgh/medium/iow) & not encugh ie effec
The apphcation Seam enderstands the risk classfication COMPAR SpPRCANond 60 80 (ANPMsSWISe v
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// SELF-ASSESSMENT PITFALLS

Self-assessment pitfall 2 - Not looking up information beyond the sheet

Quality criteria

An sgreedepon mak clasafication exists
The apphcaton team enderstiands the risk classfication
The rah CLasaicanon Covers el 350e0m8 of Dutiness rshs the QM ITON 8 facing

The Sepanization has a0 Fventory for 1w appACatons i scope

Answers

No
Yea, some of thern
Yen, ot leaat haif of hem

Yeu, most o ol of them

Stream Guidance
- BAMM toarn gudance (ool 2
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Quality criteria
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The apphcation Ask profile covers IMpact 10 secusty and privacy
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Sidestep — the SAMM model structure

Assessment questions:

“Do you understand the enterprise-wide
risk apetite for your application?”

Maturity level 1 activity
“Create and promote”

“Strategy and metrics” |

Stream A — Maturity level 2 activity

Security Practice —— + Maturity level 3 activity

“Governance” | >StreamB

Business Function



Self-assessment pitfall 3: assessing too literally - positively

Purpose of assessment: judge whether the goal behind the requirement (SAMM question,
Quality criteria) is met sufficiently, by a sufficient application of the controls

Example: “Developers need to follow a training”
Let’s say people watch a training video every year of about an hour
Let’s say it satisfies all Quality criteria
The self-assessor may take the criteria too literally: “Great, they follow training”: Positive

Assessment requires judging and that requires deep expertise about secure software
development (e.g. what types of training are effective)

Self-assessors typically don’t have that deep expertise

Result:
Self-assessors will lean to more positive assessment

If self-assessment is the only way of assessment, this may lead to shallow implementation,

or even Cargo cult



Self-assessment pitfall 4: assessing too literally - negatively

Example: “The organization needs a TMS tool (Training Management System)”

Let’s say that somebody tracks progress using a shared Google sheet

The self-assessor takes the criteria too literally: “That’s not a TMS tool”: Negative
The spirit of the requirement is to have systematic and shared administration of training
Result:

If self-assessment is the only way of assessment, this may lead to implementation with
unnecessarily complex or costly meausures — gold plating




Pros and cons of self-assessment

Cheaper & quicker to arrange Less accurate and typically too positive
Faster — typically no interviews and studying Misinterpretations can lead to wrong assessment
Positive learning effect May lead to cargo cult, or gold plating

May be biased - personally and socially

No recommendations about the how

The best practice is for an organization to have a good mix of self-assessment and independent expert assessment.



The art of expert assessment

Interview:
Necessary to assess, unless everything is perfectly documented (never)
Provides insights into a world; opinions, thougths, issues and feelings™"

Helps to clarify questions ™"

3k %k %k % %k

Allows doublechecking of answers or follow-up questions on the spot

%k %k %k %k k k

Helps reduce question-fatigue

Building The right
rapport questions

Getting out
the truth




The art of building rapport™

Building

rapport

Be likeable

Be courteous

Even more: Be friendly (warm, approachable and easy to relate with in character)

Respectful

Humble — you need help

Be fun — a bit of humour. Be careful wih humour in an international setting that you’re not familiar with™.

Connect

Be relevant — find connection points. Know the client’s context. Talk about food,travel, sports, children or things important to you.
Authentic - Be yourself
Credible - Demonstrate it™

Create harmony
Mirror their energy level
Uncover insights together: collaborate NOT interrogate

Have a natural conversation, not a robotic one ™"




The art of sensitivity

Understand that the person may feel threatened — be careful with being too direct.
Ask about facts before controversial matters

Avoid remembering people that what is said is being noted
Keep keyboard noise down*
Put your pencil down at sensitive moments (only works face to face)

See if you can avoid having the laptop become a wall between you and the group



The art of interview flow

Turn it into a natural conversation
Don’t follow a strict order. You'll get more information.”

Steer
Ask one question at a time

Direct your question at someone. To avoid a group hesitating. Not the most dominant person per se.
Motivate others to join, esp the silent people. “How do YOU see this?” ™

Give interviewees a sense of structure - provide transition between major topics.

Gentle but clear steering. Don’t lose control. Find a balance between pushing your questions and letting
the interviewee digress a bit.

React L
Encourage responses with enthusiasm )
Listen. Confirm with "yes, uh-huh, and | see”. Paraphrase.

Ask follow-up questions. “How often does that happen” Be really curious™

Give the feeling you listened instead of stormed in and have them answer 20 questions.
You may need their support later.




The art of the right questions

The right
questions

Ask open-ended questions

Follow your prepared interview guide, applying the art of minimizing ' __."'-

guestions and skipping questions

Deviate from the prepared orderwhere necessary to allow flow

MORETHING...
" .




The art of minimizing questions

Prepare questions for which the answers are likely to cover as many things on your checklist as possible.

Example checklist of things to find out:

Do you understand the enterprise-wide risk appetite for your applications ?
"You capture the risk appetite of your organization's executive leadership
The organization's leadership vet and approve the set of risks
You identify the main business and technical threats to your assets and data
You document risks and store them in an accessible location"

Do you have a strategic plan for application security and use it to make decisions?
"The plan reflects the organization's business priorities and risk appetite
The plan includes measurable milestones and a budget
The plan is consistent with the organization's business drivers and risks
The plan lays out a roadmap for strategic and tactical initiatives
You have buy-in from stakeholders, including development teams"

Do you regularly review and update the Strategic Plan for Application Security?
"You review and update the plan in response to significant changes in the business environment, the organization, or its risk appetite
Plan update steps include reviewing the plan with all the stakeholders and updating the business drivers and strategies
You adjust the plan and roadmap based on lessons learned from completed roadmap activities
You publish progress information on roadmap activities, making sure they are available to all stakeholders"

Do you have and apply a common set of policies and standards throughout your organization?
"You have adapted existing standards appropriate for the organization’s industry to account for domain-specific considerations
Your standards are aligned with your policies and incorporate technology-specific implementation guidance"

Do you have a complete picture of your external compliance obligations?
"You have identified all sources of external compliance obligations
You have captured and reconciled compliance obligations from all sources"

Guide with interview questions:

Question:
What do you get as input in documentation or instruction
from the organisation regarding security?

Notes:
For example: risks, threats, assets specifications, security

plan, business priorities, metrics, KPIs, policies, standards,
compliance obligations, requirements

Can we see it? How is it accessible? Does everybody know
about it?

Ask what they are missing.

In case of a security plan: is it regularly reviewed and
updated? Is progress communicated?




The art of being neutral

Be aware: Interviewers are known to bias results

Various studies found that:

Attitudes and opinions reported by interviewers are positively
correlated with the interviewers’ own attitudes and opinions

When responses are vague the interviewer, through projection,
tends to classify them in the direction of their own bias

When answers are ambigious, ask for clarification

Also: Do not ask leading questions.




The art of getting out the truth

Ask how things really happened recently, not how they should happen
Be aware that interviewee’s may lie

- e.g. Due diligence
- e.g. Shame
- e.g. Protect colleagues and the individual

Ask for artefacts

- sample —based
- early in the interview

Delicate? Rephrase the question to hide the goal :

“Do you have access to the internet in the factory”

>

“What internet browser are you using on factory machines”

Getting out
the truth




